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Session Agenda

» Discussion will focus on the technical aspects of design and
deployment, but some service analysis will be unavoidable

e Most information is geared for large and enterprise size
environments

« Designing and maintaining systems to compete with similar
commercial service offerings

« Viable third party security , traffic fencing, and traffic
shaping options are referenced for discussion purposes

2 © GWAVA Inc, Confidential & Proprietary



GWAVA.

A typical enterprise environment

... 15 really a collection of services

Maobile Clients POF/IMAP Clients GroupWise Clients
¥ 6
[
Public Internet

POF/IMAPISMTP Services Email Relay and Securily Services

ﬁ\ q o Relay Server(s)
m

Organizational SMTP Services

Maobile Clients POP/IMAP Clients Application Clients GroupWise Clients
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GWAVA. Some common issues with services

e Service performance

« Service efficiency

e Service stability

e Service feature sets

e Service cost of ownership (include support)
» Service scaling

e Service standards

e Service security

All influence leadership , staff, and customer satisfaction
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What can we do to improve services?

e Clever architecture and design choices
« Service |I/0 fencing

e Service demarcations (QoS really)

e Service load balancing/management

« Service redirection/redundancy

e Service high availability

e Service virtualization

e Service hardening

Using blended solutions can both harden and improve the
reliability of your systems
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Designing a solution

Separate different SMTP workloads

e Current messaging service needs are more complex
e Understanding complexities helps resolve them

e Resolving issues may help keep on-premises systems viable

Other Clients Application Clients GroupWise Clients

H0 B | a=m | 9
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I/0 fencing and isolation

Perimeter relay servers

Relay Servers

Provide 1/0 isolation and extend the features of your GWIAs
e Unsolicited bulk email filtering

e Anti-virus services

e Enhanced logging

e Policy based message handling/management

» Message retention

e Auditing and analysis tools

|deally provide fail over, clustering and load balancing for large
environments
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Demarcations and QoS

Access Control Lists (ACLs) ( Demarcations )

Prevent unauthorized access to services
e Can be used to dedicate and optimize resources

e Can be used to manage thin client access to services
e Can be implemented at many layers

Local firewalls can be used as ACL components
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GWAVA, Demarcations and QoS

@ Service domains
«Gateways
*ldentity Manager

@ Service post offices
Service, system and application accounts
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Demarcations and QoS

GWIA Access Control ( Connection ACL )

SMTP connection ACL’s

Use to limit inbound SMTP connections

Required exceptions:

e« Network addresses

° *@*.*

« Blank-Sender-User-ID
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GWIA Access Control

SMTP relay ACL truth table

Relay Exception: None

Demarcations and QoS

C

Relay ACL

Relay Exception: "yourdomain.edu”

From To GWIA Relays | Relay Server Delivers
<Any known iDomain> | <Foreign Domain= MNIA
<Foreign Domain= <Any known IDomain> | YES MNIA
<Any known iDomain= | <Any known IDomain= | YES MIA
<Foreign Domain:> <Foreign Domain= i NIA

From To GWIA Relays | Relay Server Delivers
<Any known iDomain= | <Foreign Domain: MNIA
<Foreign Domain= <Any known [Domain= | YES MN/A
<Any known IDomain= | <Any known |Domain= | YES MN/A
<Foreign Domain= <Foreign Domain= i N/A
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Relay Exception: **"
From To GWIA Relays | Relay Server Delivers| |
<Any known iDomain= | <Foreign Domain: YES YES
<Foreign Domain> <Any known IDomain= | YES MN/A
<Any known IDomain= | <Any known |Domain= | YES MN/A
<Foreign Domain> <Foreign Domain> YES _
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Load balancing
Software load balancing (Hardware Load Balancing |
» DNS round robin (‘Software Load Balancing |
» Perimeter servers Tttt
e GroupWise MTA routing

e Manual configurations

&

Hardware load balancing

e (Can use service aware intelligence

e Can be used to implement ACLs

e Can be used to implement SSL offloading

Reverse proxies
e Can provide a blend of load balancing features
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Redirection and Failover

o ———— e = === ————

~

GI"OUpWiSG |nternet AgentS 1:: Redirection and Failover ‘:i
« Alternate GWIAs .
e Multiple outbound relay servers
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High Availability

Clustering and virtualization: ( Clustering )
Service instances versus server and OS instances ( o )
Virtualization

Novell

vmware
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15

Some issues with unmanaged clients

Unmanaged service consumers —

o Fat POP/IMAP clients
e Thin clients (applications, SQL and PowerShell scripts)
o Device POP/IMAP clients (Email “Scourge”)

Scourge: a person or thing that administers or applies
punishment or invites severe criticism

Services providers “consuming” GroupWise services
o Blackberry Internet Service (BIS)

e Gmail

e mMode (mymmode)

e Notify Link

© GWAVA Inc, Confidential & Proprietary



GWAVA.

Some issues with unmanaged clients

Additional security concerns

o Data leakage and loss

e Anti-virus and malware infections

o Bandwidth overconsumption

e Cannot secure or audit third party “local” message stores
e Cannot remotely manage or wipe unauthorized devices
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Starting at the perimeter

Public Intermet Relay Servers

Email Relay and Security Services

Inbound Software Load Balancing

GroupWise Services

TT«-I

SMTP SMTP . . .
SERVICEX ~ SERVICE X SEnw:ExJ Load balancing inbound email
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GWAVA, Services for GroupWise clients

Email Relay and Security Services —
elay serv elay Serve ( Connection ACL )

e e e e s s e

GroupWise Services M s
—————————————————————————————————— .
u,GWIA Relay Host Fail overfLoad Ealanclngﬂ, | Software Load Ealanclng ";

__________________ !
( Connection ACL Implemented ) B g
MATIVE GROLPWISE SERVICES
SMTP SMTP SMTP

SERVICE X  SERVICEX  SERVICE X

Load balancing outbound mail

( Connection ACL Implemented )

User Domains Dedicating resources to

' GroupWise clients
4 B
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Email Relay and Security Services

Relay Server 1

Relay Server 2

GrcupWise Services

— o e Em Em E E E E E E——

C Connection ACL

PORIMARPMOBILE SERVICES

T

"

SMTP
SER'I.-'ICE x SERVICE X
[: Connection ACL :}
o -
{‘__ Hardware Load Balancer J
Other Clients

Wify

e
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Services for POP/IMAP clients

( Connection ACL )
£

I Hardware Load Balancing

Dedicating resources to
POP, IMAP and mobile services



GWAVA. Services for POP/IMAP clients

What should happen inside your load balancer ...

SSL Offloading Appliance ACL Rules POR/IMAP/MOBILE SERVICES

Inbound Client Ports: Exclude datacenter addresses

POP3 995 redirects to 110 for POP/IMAP connections

IMAP4 993 redirects to 143 SMTP

SMTP 587 redirects to 25 Unify SMTP connection ACL SERVICE X SERVICE X
Local Firewall Rules

Improves performance

Unifies service addresses All outbound connections allowed

Improves client compatibility

when compared to TLS Inbound ports allowed:
POP, IMAP, SMTP, SSH, NTF, LDAP, SLP,

MCP, LDAPS, wbem-https, Novell Jetstream
msg, GWMTA MTP, GWIA MTP, GWMTA
HTTP, GWIA HTTP, SMDR, MoRM, Imonitor

Trusted hosts:
Load Balancers, enterprise monitoring tools,
backup services, GroupWise Monitor
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Email Relay and Security Services

Relay Server 2

GroupWise Services

————————————————————

—— e o

¢

Connection ACL )

APPLICATION SERVICES

4 4

SMTP
SER'I..-’ICE x SERVICE X

( Connection ACL
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Services for application clients

( Connection ACL )

..-——————————————

..-——————————————

Dedicating resources to
applications and services
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Fublic Internet

Bringing it all together

Email Relay and Security Services

Relay Server 1 Relay Server 2

Inbound Software Load Balancing

( Connection ACL )
PORIMARPMOBILE SERVICES NATIVE GROUPWISE SERVICES APPLICATION SERVICES
SMTP SMTP SMTP SMTP SMTP SMTP SMTP
SERVICE4  SERVICE & SERVICE 1 SERVICEZ  SERVICE 3 SERVICEE  SERVICE 7

( ) CComasoniai A6L)

Other Clients User Domains Clients

Application
wo|ew s g
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Designing a solution

Separate different SMTP workloads

Better yet ...

Mobile Clients POP/IMAP Clients Application Clients GroupWise Clients

Nify A |pBm | W
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